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     Images are essential digital assets in the application of IOT, such as 

medicine, transportation, farming, the armed forces, and smart city 

planning. However, ensuring secure transmission of images over IoT 

networks remains a challenge due to key generation vulnerabilities and 

reliance on mathematically complex cryptographic systems. This paper 

proposes a new encryption scheme combining Wasserstein Generative 

Adversarial Networks with Gradient Penalty (WGAN-GP) for random 

key generation, used with the AES encryption algorithm. 

    The randomness of the generated keys was verified using NIST and 

Diehard tests, demonstrating good statistical quality. Experimental results 

confirm the efficacy of the scheme: the encrypted images showed entropy 

values approaching 8.0 indicating a very high degree of randomness; 

PSNR values were around 6.12 dB and MSE values were above 105 

indicating very strong encryption data distortion; histogram analyses 

showed the outputs had uniform distributions; and correlation coefficients 

were shown to be close to zero, thereby demonstrating the scheme was 

resistant to statistical attacks and spatial attacks. Decryption led to 

lossless reconstruction characterized by infinite PSNR and MSE of zero.  

   Overall, the results presented in this study demonstrate the scheme's 

robustness, efficiency in the encryption and decryption process, and 

applicability for protecting sensitive image data in IoT networks.. 
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1. Introduction 

The Internet of Things includes a wide variety of devices and diverse link layer technologies [1]. 
IOT applications are growing in number in recent times [2]. Smart homes, cities, agriculture, 

utilities, healthcare monitoring, animal husbandry, water, industrial control, management, security 

and emergencies, transportation, and environment monitoring are among the applications [3]. It 
addresses extremely secret information regarding individuals and corporations, which must remain 

undisclosed to unauthorized individuals or adversaries. 

    IoT technology security is a challenging task, and security is a crucial issue that may have an 
effect on the IoT's future development. Additionally, Confidentiality, availability, authenticity, 

authorization, and access control are security requirements in an IoT environment [4,5]. 

   A process called cryptography turns readable data into unintelligible (encrypted) data that only the 

owner of the decryption key can decode. Since the data is frequently confidential or extremely 
important, the main goal of encryption is to protect data privacy by preventing unwanted access or 

alteration [6]. 

  Symmetric (the key for encryption and decryption is identical) and asymmetric (the keys for 
encryption and decryption are distinct) are fundamental categories in cryptography, whereas 

lightweight is a contemporary category aimed for lower-end devices.  Numerous cryptographic 

algorithms and security approaches serve as the foundation for a number of the lightweight security 
solutions in use.  They consist of lightweight public-key cryptography systems built on ECC 

(Elliptic Curve Cryptography), The hash functions like access control, and The xor encryption [7], 

and symmetric AES 128 algorithm, A worldwide Network for Microwave Access (WiMAX), and 

the Bluetooth [8,9].  

   To improve IoT security, machine learning techniques are becoming more popular as they make 

encryption and key generation procedures simpler, requiring less time and complexity[10,11,12]. 

The field of machine learning features Wasserstein Generative Adversarial Networks with Gradient 
Penalty (WGAN-GP) as deep generative models. The system performs cryptographic key generation 

to enhance image communication security by generating stronger and more random keys. 

  The work combines strong randomness with multiple AES keys to improve image security through 

the Internet of Things. Measures like correlation, MSE, PSNR, and entropy show that the suggested 

WGAN-GP-AES can achieve higher levels of security and integrity. 

The Related Work 

     To improve image security, several earlier investigations used symmetric single-key AES.  

Alireza et al. proposed a chaotic system for key generation and AES modifications [13]. In addition, 

Ahmed et.al. proposed combining an AES system with a shifting mechanism [14], and Jha proposed 

an image encryption method that corresponds to AES and utilizes a 2-D logistic map [15]. All of 
these attempts to improve upon the inherent flaws in single-key standard AES aim to achieve one of 

two things: either increase the key's randomness or make some modifications to the original AES. 
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  In [14] 2019, Haidar proposed a secure approach for encrypting images that uses AES in 

combination with the Haar wavelet transform and pixel shuffling grounded in a chaotic logistic map. 

    In contrast, Khizrai and Mohsen employed multiple key schemes [16,17] to enhance the security 

level. Mohammed and Al-alak (2018) suggested a hybrid system utilizing an asymmetric algorithm 

to generate a secret key for the encryption of data transferred in a Wireless Sensor Network (WSN) 

[18]. In 2021, Hussein and Al-alak proposed reducing the complexity of the random number 
generator by employing lightweight techniques to generate secret keys [19]. In 2021, Salim et al. 

introduced an MECCAES algorithm that enhances IoT image security by addressing issues 

associated with single-key image encryption. The experimental tests demonstrate that the new 
system demonstrates confidential performance [1].  Ji and colleagues from 2022 designed a system 

through chaotic systems and Generative Adversarial Networks to generate pseudo-random 

sequences. The GAN model demonstrates high levels of unpredictability and chaos when it 

undergoes multiple training iterations on specific randomization parameters, which enables its use in 

encryption systems [20].  

   Park et al in 2022 sought to improve random number generator performance. The researchers 

achieved their goal through the creation of a hybrid PRNG model. They implemented convolutional 
neural networks together with reinforcement learning algorithms. The model demonstrated its 

capability to produce highly random sequences by achieving a maximum correlation coefficient of 

19% [21]. In 2020, a network called DeepKeyGen, which uses deep learning for medical image 
encryption, was established as a high-security level prototype. The results of three different datasets 

showed that Deep Learning could become integrated with cryptographic operations by generating 

private keys [22]. 

   In 2012, Desai et al. prepared random sequences through a layer recurrent neural network (LRNN) 
that utilized weight matrices. The researchers found that the sequences successfully passed 11 out of 

16 NIST statistical tests while their performance differed according to the selected training function 

[23]. This study improves the security of transferred images by using AES key combination with 
several keys that are highly random. This research primarily focuses on enhancing image security in 

IoT applications with AES encryption. Wasserstein Generative Adversarial Networks with Gradient 

Penalty (WGAN-GP) ensures elevated security and integrity, as shown by statistical metrics like 

Entropy, PSNR, MSE, and correlation. 

2. Theoretical Background 

1. Cryptography  

Cryptography is a crucial way for ensuring data security, particularly for protecting end-to-end data 

transmitted over networks [18,24]. The process of encrypting text or other data so that it can only 

be read by a person in possession of the decryption key is known as cryptography. Encryption 
prevents unauthorized parties from accessing or tampering with sensitive data due to its 

significance. 

    As will be explained below, symmetric and asymmetric types are critical in the field of 

cryptography: 

 Asymmetric Key Algorithm  
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  This is sometimes known as the Public Key Algorithm. Two distinct keys exist: one public and one 

private, which are mathematically interconnected. The public key facilitates the encryption of the 
message by the transmitter, while the private key is employed by the receiver for decryption 

purposes. Upon sending the message, the sender encrypts it using the public key and transmits this 

key to the receiver. The only entity capable of decrypting the message is the recipient's private key, 

which must remain confidential and never be disclosed. 

 Symmetric Key Algorithm  

  This method is known as secret key cryptography because the same secret key is used for 

encryption and decryption [25,26]. Symmetric key cryptosystems can be further categorized into 

two primary kinds: block ciphers and stream ciphers. In stream ciphers, each bit is combined with 
the relevant key bit stream; while in a block ciphers many message bits are combined together and 

then combined with all of the key bits [27]. Asymmetric algorithms are more complex to implement 

and require more resources than symmetric algorithms [28]. 

   Advanced Encryption Standard (AES) is widely employed the symmetric key encryption 

algorithm, designed to ensure data confidentiality and recognized for its high level of security [19]. 

   The most significant security concern in symmetric encryption systems is the utilization of a single 

static key. If this key becomes compromised, the entire encrypted conversation is threatened. 
Conventional symmetric systems, albeit efficient, are plagued by predictability and key reuse 

vulnerabilities, particularly in IoT contexts where secure key management is challenging [29]. 

   The proposed method addresses its limitation through the implementation of machine learning 
techniques that produce various encryption keys. Multiple keys boost security measures by lowering 

the chances of failure at a single point while simultaneously increasing randomness. 

1. AES Algorithm 
   The Advanced Encryption Standard (AES) is a widely utilized the symmetric block cipher 

method in cryptography. Encrypting data with the AES algorithm renders it exceedingly challenging 
for hackers to retrieve the original information. The AES method permits three key sizes: 128, 192, 

and 256 bits; however, the block size for messages is set at 128 bits [30,31]. 

 

3.Random Key Generation  
3.1 The Wasserstein Generative Adversarial Networks with Gradient Penalty 

(WGAN-GP): 

Gradient Penalty in the Wasserstein Generative Adversarial Network (WGAN-GP)  In machine 

learning, they belong to a class of deep generative models.  In order to improve randomness (by 

lowering redundancy), reduce complexity, and subsequently decrease the security of the transmitted 

image, it is used for generating stronger and more effective cryptographic keys. 

   In complex distributed data, the generative adversarial network (GAN) shows promise for image 

denoising and feature extraction; yet, it has difficulties in training and has slow convergence.  The 
training stability is improved using the Wasserstein GAN (WGAN) [32,33]. Algorithm 1 displays 

the WGAN-GP Model that was suggested. Figure 1 shows the proposed WGAN-GP Model. 
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Figure 1: The WGAN-GP model architecture [34]. 

 

 

 

Theoretical Examination of the Effects of Technology on Efficiency    

In order to illustrate how deploying efficiency-improving technologies affects network 

performance, this analysis depends on theoretical models that interact.  In order to determine the best 
operating levels and forecast possible outcomes using theoretical models, this analysis makes use of 

positive equations and theories.  With idealized assumptions that assist eliminate ambiguity and 

offer a clear theoretical picture of how to increase efficiency using just theoretical tools and 

concepts, the models incorporate theoretical variables and parameters [16]. 

3.    Theoretical Structure for Assessing Efficiency and Performance  

Evaluation of performance and efficiency is a key concern that necessitates the creation of 

comprehensive theoretical models in order to comprehend and assess the efficacy of the mechanisms 

and technologies employed in smart grids.  Here, the theoretical framework is based on developing a 
set of standards and hypotheses that allow for the assessment of electrical performance, the 

calculation of efficiency levels, and the systematic and deductive analysis of the effects of 

contemporary technologies without the need for field data or actual experiments. 

3.1. Standards for Electrical Performance  

The theoretical framework starts by outlining a set of standards and metrics for gauging smart 

grid effectiveness and performance.  These standards are developed using theoretical and 

mathematical models, such as [17]: 

- Energy efficiency, which can be mathematically stated using the following formula, is defined 

as the ratio of power input to power used from the grid: [\frac{\text{Useful Power}} = \eta] 

{\text{Power Input}}/] 

- Electrical circuit theory-based equations are used to express energy loss, which is 

programmed as a function of resistance, currents, and operating circumstances. 

https://international-journal-of-engineering-sciences.jo/
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- Power balance equations and fluctuation projections are used to evaluate load quality, which 

is the stability and balance of electrical currents and voltages. 

- Reliability, it is theoretically modeled using probabilistic models and contingency theories 

based on the likelihood of failure and unplanned outages. 

3.2. Theories and Models for Evaluating Efficiency   

Several ideas serve as the foundation for efficiency evaluation models, including [18]: 

- Network theory is the study of power distribution, voltages, and currents using linear and 

nonlinear network equations that characterize the network's theoretical state. 

- Control theory and dynamic models are used to assess system responsiveness and stability, 

examine network response, and accomplish dynamic load-to-production balance. 

- Probability and statistics: To assess dependability, forecast technological malfunctions, and 

employ probabilistic hypotheses to examine system flaws. 

- Models for the Evaluation of Theoretical Efficiency:  to incorporate cognitive measurement 

equations that, under the assumption of the ideal or theoretical dynamic state, relate the performance 

of system components (such as fans, switches, and distribution systems) to the system's overall 

performance. 

3.3. A Theoretical Examination of How Contemporary Technologies Affect Efficiency   

The theoretical conclusions drawn from mathematical and theoretical models form the basis of 

this investigation.  Ideally or theoretically, the effects of any contemporary technology are 

anticipated and assessed using temporal and geographical efficiency coefficients [19]: 

- Using mathematical models from control theory and the assumption of an ideal steady state, 

the influence of smart load management is examined through theoretical hypotheses regarding 

distribution optimization and loss reduction. 

- Using dynamic models that depict how sources interact with the grid and make assumptions 

about ongoing output variations and the optimal system response, the integration of renewable 

energy sources is assessed. 

- Theoretical modeling of storage systems: depends on models of charging and discharging that 

are controlled by mathematical control theories and thermodynamics, presuming that the storage 

system is completely efficient. 

3.4. Theoretical Assessment of Technology's Effect on Efficiency   

This approach relies on deductive reasoning derived from theoretical deductions and 

mathematical models [20]: 

- calculating the effects of every technology at the same time while accounting for theoretical 

presumptions about system performance. 

- Create fictitious situations to examine the relationship between efficiency gains and 

technology deployment theoretically, keeping the conclusions limited to presumptions and 

theoretical constraints. 

- Provide theoretical metrics for measuring continual improvement and examine how 

advancements in contemporary technology can raise performance levels in accordance with the 

theoretical frameworks described. 
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The theoretical framework, which is based on scientific ideas and mathematical models, offers 

a strong basis for comprehending and assessing smart grid performance.  Establishing precise 
performance benchmarks and offering theoretical approximations of the effectiveness of 

contemporary systems and technologies are the goals of this approach.  Based on models that can 

make rational, empirically backed predictions and conclusions, this aids in directing future 

development and improvement processes. 

3.5. Benefits and Drawbacks of the Theoretical Structure   

This framework's main benefit is its capacity to offer a thorough and methodical assessment 

grounded in theoretical and mathematical underpinnings, allowing for the comparison of various 
technologies using uniform standards.  Its heavy reliance on theoretical presumptions and models, 

which might not adequately account for the intricacies of field reality and environmental changes, is 

one of its biggest drawbacks.  Therefore, a supporting field research is always necessary when 

translating the results to real-world applications.  To improve its realism and dependability, this 
framework can also be expanded to incorporate experimental data or computer models based on 

simulation. 

As a result, the theoretical framework is a useful instrument for researching and evaluating 
smart grid efficiency. It also serves as a strong scientific basis that aids in the development of more 

dependable and efficient systems that meet future demands and are in line with continuing 

technological advancements [21]. 

4. Conclusion: 

    In this paper, researchers introduce a novel encryption scheme by integrating WGAN-

GP-generated keys with the AES cipher to improve the security of image transmission in 

an IoT environment. The method utilizes WGAN-GP's powerful generative properties to 

produce highly random keys for encryption, thereby improving security and reducing 

predictability. The performance of the proposed approach has been validated through 

entropy analysis and PSNR/MSE evaluations. Additionally, histogram uniformity and 

correlation coefficient analysis were also employed. Results demonstrate that the proposed 

encryption scheme exhibits high randomness, strong quality, and resistance to attacks. 

Future work will focus on optimizing the efficiency of WGAN-GP for real-time 

applications and applying it to other cryptographic contexts. 
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